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What lurks beneath
Deep supply chain risks

Yossi Sheffi

The past decade has seen a growing awareness of the need for systematic enterprise risk man-
agement (ERM) practices. In the wake of the 2001 Enron accounting scandal in the US, the
Sarbanes-Oxley Act of 2002 pushed companies to adopt more formal risk management pro-
cedures by requiring a top-down risk assessment and improved internal risk controls. ERM is
becoming more standardized, too, through the efforts of groups such as COSO (Committee
of Sponsoring Organizations of the Treadway Commission)! and ISO (International organiza-
tion for Standardization).? ISO, for example, maintains a host of related standards that address
specific categories of risks such as ISO 31000 (overall risk management), ISO 28000 (secu-
rity risk management systems for the supply chain), ISO 27001 (information security), ISO
26000 (social responsibility), ISO 14000 (environmental management), and ISO 9000 (quality
management).’ The ERM Initiative at North Carolina State University has traced the rising
adoption of ERM with annual surveys beginning in 2009.* In 2009, only 8.8% of companies
claimed to have “a complete ERM process.” By 2015, the number had risen to 25%.

Much of the maturing discipline of enterprise risk management focuses on risks to the com-
pany’s facilities, personnel, and resources. These include risks in categories that span envi-
ronmental, health, and safety; site security; business process integrity; regulatory compliance;
financial controls; and governance. Companies address supply disruption risks with well-known
strategies, such as second-sourcing and stockpiled inventories of crucial materials. Yet a series
of examples from the new millennium shows how modern global supply chains create new cat-
egories of risks that are far outside the four walls of the company and its direct business partners.

Using examples of natural and man-made disruptions, this chapter enumerates many of
the types of risks intrinsic to complex, deep, broad supply chains to provide a case-driven
multi-organizational view of enterprise risk. These examples cover deep-tier supply chain
risks; indirect risk exposures linked to suppliers, customers, or competitors; and supply chain
risks that occur at a broader industry or regional level due to companies’ increasing mutual
interdependence within the global economy. The chapter also illustrates how companies map
and manage these risks to push sound risk management practices out into their industries or
through the tiers of their supply chains. The chapter assumes that the company already has
sound internal risk management and crisis management processes but needs to understand and
manage these extra-organizational risks.
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1 Risks beyond the four walls

Three trends — the increasing globalization of suppliers and customers, the widespread use
of lean manufacturing, and the increasing sophistication of materials and technologies in
products — give rise to a growing category of business risks that occur outside the four walls
of an organization and beyond that organization’s direct control.

The leading driver of this growing vulnerability is the explosion of global trade. Global
merchandise exports surged from $7.38 trillion in 2003 to $18.49 trillion in 2014.° Rapidly
declining costs of communications and growing efficiency of logistics are enabling all this
trade, with the resulting lengthening of supply chains. Digital communications mean compa-
nies can more readily work with facilities, suppliers, and distribution centers on the other side
of the world.

Global competition motivated companies to hunt for the best price and performance in
global supplier markets. As companies outsourced their manufacturing operations to distant
lands and distant suppliers, lead time from order to delivery lengthened, meaning that there
were more opportunities for things to go wrong. More actors were involved — from suppliers to
service providers to multiple governments and regulatory regimes — thereby further increasing
complexity and the probability of failure.

With product complexity comes the need to use more suppliers, who in turn may use more
suppliers, leading to more complex supply chains. For example, car seats of the past were
like pieces of furniture in that they depended only on suppliers of cloth, leather, stuffing, and
some metal or plastic framing. But modern car seats are technological gizmos that also include
switches, motors, heating elements, sensors, and the ubiquitous microprocessor to control the
seat. Even the seat materials themselves are more advanced, with high-tech foams, more dura-
ble, fashionable, and sustainable textiles, and high-strength steel alloys that reduce the weight
of the seat to improve fuel economy.® Although all of these changes improve the average
performance of the products and companies, they also create increased risks as exemplified by
the following examples.

1.1 Disruption in the deep tiers

At 2:26 p.m. local time, Friday, March 11, 2011, some 72 kilometers off the coast of the
Tohoku region of Japan, the Pacific plate broke its locked fault line and began to shear down-
ward and westward while the Okhotsk plate beneath northern Japan thrust upward and east-
ward. More than 1,000 years of accumulated tectonic strain broke free, sending a seismic
shock wave racing at over 7,000 kilometers per hour through the solid rock of the floor of the
Pacific.” In less than a minute, the first earthly shudders reached Japan. And after the shaking
came an enormous tsunami that inundated much of the northeast coast of Japan and flooded
the nuclear reactor complex at Fukushima.

General Motors’ Detroit headquarters lay a comfortable 6,400 miles from Japan. The quake
and tsunami struck around 1 a.m. Detroit time. When GM’s executives learned of the disaster
in the morning, they were somewhat worried about their Japanese Tier 1 suppliers but did
not think that they faced a corporation-wide crisis. A scant 2% of GM vehicle parts came
from Japan, and only 25 of GM’s 18,500 Tier 1 suppliers were in Japan. Yet GM’s experience
with the 2011 quake shows just how deeply interconnected companies have become, and how
unknown risks can vastly outweigh known ones.

GM’s purchasing department worked through the weekend, trying to get information from
Japanese suppliers. However, like many other companies, GM had a difficult time reaching
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these suppliers. Power and telecommunications were down in the affected area. Japanese
roads and railroads were closed pending inspection for damage, so workers could not get to
suppliers’ work sites. By Monday, GM received some initial reports of the severity of the dam-
age and which suppliers had been impacted.

By Tuesday, March 15, GM estimated that 30 suppliers and 390 parts were affected by
the quake and tsunami. Although 390 parts out of a total of about 30,000 parts for an average
car seems minor, GM can only ship cars that have all their parts. Initial estimates based on
available inventories showed that outages of these parts would halt production at many GM
assembly plants in only 8 days. More ominously, the initial estimate was that by the end of
March, all of GM’s factories worldwide would be down. Worse, initial estimates suggested
that production might be disrupted for at least seven months. That’s when alarm bells rang
throughout GM.

The deeper GM’s team dug, the bigger the problems they found. Some of GM’s non-
Japanese suppliers had Japanese suppliers. And some of GM’s non-Japanese suppliers had
other non-Japanese suppliers who had Japanese suppliers. Although an anti-lock brake module
or dashboard assembly might be made in the US by an American Tier 1 supplier, the electrical
components may have come from Japan, which has a long history of making these devices.
Like many products, automobiles have become more complex through the addition of dozens
of microprocessors, sensors, and actuators that boost fuel efficiency, performance, and driver
conveniences.® All of GM’s cars had computer chips, sensors, displays, radios, and navigation
systems made with electronic parts from Japan.

“The list kept growing. And every day, it went up. It was a moving target for us,” said Rob
Thom, Manager, Global Vehicle Engineering Operations.” Electronics weren’t the only con-
cern. GM soon discovered that almost every type of part on many different vehicles required
something from Japan. Xirallic, a sparkly additive in the paint used on the Corvette, came from
Japan. Special plastics for the body trim came from Japan. Rubber seals and gaskets came
from Japan. High-tech chrome plating on turbochargers came from Japan. Cooling fans, radia-
tor caps, air-conditioner compressors, and many more parts had some tie to Japanese suppliers.

From the known 390 affected parts on March 14, the number grew to 1,551 parts on
March 24, 1,889 on March 29, and to a staggering 5,329 by April 13. During the month after
the quake, GM discovered an average of 160 disrupted parts each day. Nor was the problem
helped by the ongoing crisis with the Fukushima nuclear plant and the persistent power short-
ages in Japan. In the end, it took more than two months to even know how many parts were
impacted. The final figure of 5,830 affected parts was nearly 15 times higher than the initial
estimate of 390 parts associated with the Tier 1 suppliers in Japan. And each missing part
raised the specter of halting production somewhere in GM’s system.

1.2 Dangerous diamonds in the supply chain

Some of the individual supplier disruptions during the 2011 Japan earthquake illustrate a more
serious category of deep supply chain risk. Silicon chips may get all the glory as the premiere
technology that powers smartphones, tablets, laptops and almost every electronic product, but
the less glamorous plastics used in chip substrates and printed circuit boards are just as essen-
tial. Current-day microchips can have over 500 connections using a tiny grid of solder balls
embedded in a thin substrate.!® That inscrutable density of connections requires extremely spe-
cialized materials such as bismaleimide triazine (BT), an epoxy resin that is strong, thermally
conductive, and able to hold extremely tight tolerances over time and temperature variances.
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Until the quake, Mitsubishi Gas Chemical’s (MGC) Fukushima facility supplied most of
the world’s BT.! A prolonged shutdown of MGC’s factories after the earthquake caused bot-
tlenecks in the worldwide integrated-circuit (IC) assembly industry supply chain.!? “Our con-
tacts in Asia suggest one of the bigger problems may actually be the growing shortage of BT,”
said Craig Berger, an analyst with investment bank FBR." Lead times for IC substrates grew
to the 75- to 125-day range.'* A company such as Apple or Samsung might buy chips from
more than a dozen different chip makers, including second sources or second fabs for many
components. Yet all of those different chip makers and alternative suppliers depend on BT,
most of which came from that one MGC facility.

Whereas the typical supply chain diagram shows fans of interconnections by which every
company has many suppliers — shaped like a pyramidal hierarchy — the BT/MGC example
shows that sometimes those lines converge to a single dominant supplier deep in a lower
layer — a diamond-shaped interconnection structure. BT/MGC wasn’t the only diamond struc-
ture disruption of specialized materials exposed by the Japan quake. Disruptions in the supply
of Xirallic, the pigment made in Japan by Merck, affected manufacturing of certain colors of
luxury cars at Toyota Motors, Chrysler LLC, GM, Ford Motor, BMW, VW, Audi and other
car makers." Lithium ion batteries require PVDF (polyvinylidene fluoride), and 70% of the
global supply came from one factory in Fukushima province. Although the plant survived
the quake, the tsunami devastated the nearby port that was critical to supplying raw materials
to the plant.!® Other supply chain diamond structures revealed by the Japan quake included
high-purity hydrogen peroxide used in chip making, and EPDM (ethylene propylene diene
monomer) used by car makers in rubber gaskets and seals.!” “What we’ve found is that in
Tiers 3 and 4, the convergence of underlying raw material supply starts to become really sig-
nificant,” said Jackie Sturm, Intel’s Vice President and General Manager of Global Sourcing
and Procurement.’®

Other examples of deep diamond risks occur at the country level. Japan makes 100% of the
world’s supply of protective polarizer film for LCD displays, 89% of aluminum capacitors,
and 72% of silicon wafers.!” Four companies in Japan have a near monopoly on digital com-
passes: the tiny magnetic field sensors that sit inside almost every new phone, tablet, laptop,
and navigation system device.”? “Many organizations are more or less forced to put all eggs in
one basket because of the clusters of suppliers for various goods around the globe,” said Dam-
ien Pang, Regional Manager, Claims, at Allianz Global Corporate & Specialty Asia/Pacific.”!

1.3 Lateral disruptions of customers

Moreover, some supply chain risks can have indirect, lateral effects on companies that don’t
even buy materials from the disrupted suppliers. For example, hard disks would seem to be
extremely easy items to procure and to second-source. They adhere to well-known mechani-
cal, electrical, and software standards. Although drives do vary somewhat in performance and
reliability, most are generally interchangeable for most applications. Further, in 2011, the hard
disk industry had five large competitive suppliers to handle the volume.?” But then the rains
came.

Between late June and early October 2011, above-normal monsoons plus five tropical
cyclone systems struck Southeast Asia and dumped heavy rains in the highlands of Thai-
land. Over a period of weeks the waters rose, displacing more than two million people, flood-
ing 7,510 factories, and damaging 1,700 roads, highways, and bridges. Some factories were
underwater for more than five weeks.”
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The floods proved that second sourcing doesn’t always mitigate risks. The industrial parks
in central Thailand had become an economic cluster for making hard disks and their compo-
nents. Four of the five top suppliers of drives (Western Digital, Seagate Technologies, Hitachi
Global Storage Technologies, and Toshiba) all had facilities or key suppliers in Thailand. And
all four suffered substantial capacity disruptions during the Thai floods.?* In aggregate, Thai-
land provided 45% of worldwide hard-drive production. The flood disrupted much of it,?
creating a 35% shortfall in disk supplies for the PC industry.?¢

The floods in Thailand did not directly affect Intel nor its suppliers. In fact, Intel stood to
gain from the disruption because the company sold SSDs (Solid State Drives), which compete
with hard disks for mass storage solutions in PCs, laptops, and servers. “We’ll be using this
as an opportunity” to increase sales of solid-state drives, Intel’s Chief Financial Officer Stacy
Smith told analysts.?’

But the 35% shortfall in disk supplies hit PC production, which meant that PC makers
curtailed purchase of all PC components, including Intel products. “We’ve seen a drop in
orders for microprocessors in the fourth quarter,” said Smith.?® Intel lost about $800 million in
revenue for the fourth quarter 2011 relative to expectations.” “We found with Thailand that for
want of a nail a kingdom can be lost. So for us, even though our production might continue, if
other critical components to our customers can’t ship, like a hard drive, then everybody stops,”
said Intel’s Jackie Sturm.*

Unlike many other classic disruption risks, lateral disruptions impact demand: customers
curtail purchasing. Traditional supply chain risk strategies such as second sourcing or added
inventory offer no mitigation. In fact, the inventory stockpiling strategy actually increases the
risks of obsolete inventory.

1.4 Industry-wide risks from economic clusters

The Intel Thailand example shows how a supplier disruption can disrupt customer companies
which, in turn, disrupts other unrelated suppliers. The reverse can occur with a disrupted cus-
tomer company that disrupts suppliers and, in turn, disrupts other customers. It’s not every day
that the CEO of one major company pleads for a government bailout of his fiercest competi-
tors. Yet that’s exactly what Ford CEO Alan Mulally did in front of the Senate banking com-
mittee on November 18, 2008. He said:

If any one of the domestic companies should fail, we believe there is a strong chance
that the entire industry would face severe disruption. Ours is in some significant ways
an industry that is uniquely interdependent — particularly with respect to our supply
base, with more than 90 percent commonality among our suppliers. Should one of the
other domestic companies declare bankruptcy, the effect on Ford’s production operations
would be felt within days, if not hours. Suppliers could not get financing and would stop
shipments to customers. Without parts for the just-in-time inventory system, Ford plants
would not be able to produce vehicles.*!

“Our dealer networks also have substantial overlap. Approximately 400 of our dealers also
have a GM or Chrysler franchise at their dealership. The failure of one of the companies would
clearly have a great impact on our dealers with exposure to that company.” Mulally concluded,
“In short, a collapse of one of our competitors here would have a ripple effect across all
automakers, suppliers, and dealers — a loss of nearly three million jobs in the first year, accord-
ing to an estimate by the Center for Automotive Research.”*
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Yet Mulally may have been wrong in his belief of being “uniquely interdependent.” The
contaminated peanut scare and German Escherichia coli cases (described in the next sec-
tion) show the interdependence of food producers in which quality failures at one producer
can severely disrupt the sales of all producers. The acetonitrile/acrylonitrile case (described
in the following section) shows the interdependence between housing and pharmaceuticals
industries. It also demonstrates the fragility of coupled production, in which a manufactur-
ing process creates two or more different commodities simultaneously. If demand for one
commodity drops, then supply of the other commodity falls, too. Issues such as rare earths,
conflict minerals, and RoHS-obsolete® parts create interdependence among many companies,
industries, and regions.

Finally, the economic events of 2008 proved that the global financial system was the big-
gest diamond of them all. Most companies discovered just how dependent they were on their
suppliers of capital — the banks — to support themselves, their suppliers, and ensure customer
demand. Ultimately, government bailouts did avert a systemic cascading failure in the banking
system and major industries.

1.5 Lateral co-supplier disruptions

During a 2-month period beginning in May 2011, some 3,100 German residents and European
tourists suffered from bloody diarrhea, 850 developed hemolytic uremic syndrome, and 53
people died.* The frantic search for the cause depended on very sick people’s fuzzy memories
for where they had eaten and what they had eaten. “Our absolute first priority is to clarify the
source of the outbreak because, if we can’t do that, we’re not going to win back consumer
confidence,” said Roger Waite, a spokesman for Dacian Ciolos, the European agriculture
commissioner.®

Based on victims’ reports, salad in Germany topped the menu of suspects. The Robert
Koch Institute advised consumers to avoid raw vegetables.’® European supermarkets drasti-
cally cut orders for tomatoes, lettuce, and cucumbers, causing European farmers significant
losses. On May 26th, the Hamburg Institute for Hygiene and the Environment found three
Spanish cucumbers that tested positive for Escherichia coli,’” causing eight countries to ban
Spanish cucumbers.*®

The effects were swift and devastating. Spanish farmers lost €200 million a week as some
150,000 tons of unwanted Spanish fruit and vegetables (not only cucumbers) piled up each
week, according to FEPEX, Spain’s fruit and vegetable export body.* Asked about the scope
of the slump in demand, Jorge Brotons, FEPEX president said: “Almost all Europe. There is a
domino effect on all vegetables and fruits.”*

When further tests showed that Spanish cucumbers did not have the outbreak’s particular
strain of E. coli,*! the German agriculture secretary Robert Kloos admitted: “Germany recog-
nizes that the Spanish cucumbers are not the cause.” Yet German officials continued to advise
avoidance of raw tomatoes, lettuce, and cucumbers, causing the slump to hit farmers in other
countries, too. Victor Miranda, a grocer in Paris, said, “Even if the cucumbers are from France
and not from Spain, nobody wants to eat them.”* Koos De Vries, a Dutch cucumber grower,
said, “From a business point of view, it’s a catastrophe for us.”*

Ultimately, neither Spanish produce nor any kind of cucumbers, tomatoes, or lettuce proved
to be the cause. Instead, the contamination was traced to Egyptian fenugreek seeds* used by
a small German producer of organic sprouts.*® Yet vindication was cold comfort for all the
cucumber and salad ingredient producers in Spain and across Europe who were brought to the
edge of bankruptcy by the scare and erroneous government warnings.
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A similar case occurred when Sunland Inc., a processor of organic peanuts and other nuts,
had a salmonella contamination that sickened 42 people in 20 US states.*’ Although Sunland
Inc. was only a $55 million company, its nuts and the subsequent recall encompassed over
300 products from 36 brand-name companies. The recall hit a number of “healthy” food and
retail brands, such as Trader Joes, Whole Foods, Earth Balance, Newman’s Own Organics,
and Cadia All Natural,® as well as more mainstream brands such as Harry and David, Target,
and Stop & Shop. And it wasn’t just jars of peanut butter but also cookies, snack crackers,
brownies, nut mixes, and even ice cream that were recalled.

The direct costs of the recall were $78 million, yet the estimated costs to American peanut-
containing product makers was $1 billion, including growers and product makers unaffiliated
with Sunland.*® Deep-tier diamond structures reside in many industries, and a small problem
with a niche supplier can reverberate far and wide. As with the Thailand-Intel example, the
food contamination events can operate laterally and disrupt demand for many customers and
supplier companies beyond those directly hit.

1.6 Lateral disruption of other customers of suppliers

Disruptions can zigzag through one supply chain to disrupt other supply chains. Acrylic and
ABS (acrylonitrile-butadiene-styrene) are very popular plastics used in carpet, cars, electronic
housings, and small appliances. When the financial crisis struck in 2008, demand for acrylic
and ABS plummeted, affecting plastics makers and suppliers of the ingredient chemicals used
to synthesize these plastics. One key ingredient is acrylonitrile, a colorless liquid with a garlic-
like odor made by reacting ammonia with propylene gas. As demand for these plastics dropped,
global acrylonitrile production dropped by 40%.

Acrylonitrile synthesis also creates a sister chemical, acetonitrile, as a by-product. For
every 100 liters of acrylonitrile produced, the chemical maker also typically gets about 2—4
liters of acetonitrile. Some chemical plants simply burn the by-product as fuel for the factory.
But a few companies extract the acetonitrile, purify it, and sell it for a host of minor applica-
tions, including as a solvent used in research labs and in quality assurance testing in the phar-
maceutical industry.

When acrylonitrile production plummeted, the acetonitrile supply went with it. At the same
time, the Chinese restricted production in order to reduce air pollution for the Beijing Olym-
pic Games, and Hurricane Ike knocked out a Texas supplier.’® “The market is beyond short,”
said Jerry Richard of Purification Technologies, a Chester, Connecticut-based firm that buys
acetonitrile in bulk, purifies it, and sells it to laboratory chemical suppliers. “You have people
scrambling around trying to get material. My phone is ringing off the hook,” Richard said.”
Risks such as these are a side effect of companies’ quests for efficiency and utilization — to the
extent that companies in one industry produce by-products that can be sold to another industry,
the risks of supply or demand disruptions become coupled between the two industries.

1.7 The dark underbelly of supply chains

Much farther down in all supply chains for material goods lies one more layer of suppliers of
basic commodities such as oil, minerals, and agricultural products. Many of these commodi-
ties — such as oil, gasoline, diesel, natural gas, steel, copper, wheat, and cotton — have very
broad production and distribution networks around the world. Aside from local distribution
disruptions (e.g., the scarcity of gasoline in New York City after hurricane Sandy??), these
commodities are available at all times on world markets, although the prices can be volatile.
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And because companies can manage price volatility risks of common commodities using
hedging or vertical integration, the risks of true disruptions seem minimal. Yet companies face
two serious exceptions to this general rule of mitigatable risks for base commodities.

High technology supply chains, especially, depend on a very large number of commodities,
many of which either don’t come from broad supply bases or lack adequate hedging instru-
ments in the financial markets. This risk has risen with the increasing use of obscure elements
in electronic products. “Twenty or thirty years ago electronics were being made with 11 differ-
ent elements. Today’s computers and smartphones use something like 63 different elements,”
explained Thomas Gradael, a professor of geology and geophysics at the Yale School of For-
estry & Environmental Studies.”

Of special importance are 17 metals known as rare earth elements (REE) that go into a wide
range of technology products such as iPhones, wind turbines, solar cells, jet engines, fiber
optics, hard disk drives, and compact fluorescent bulbs.** The average Ford car, for example,
contains about half a kilogram of REE scattered in the vehicle’s sensors, electric motors, dis-
plays, and catalytic converter. In 2002, those REE cost only about $10 per car. In 2012, they
cost $100. New electric cars require even larger amounts of rare earth materials in their batter-
ies and electric motors —about $1,000/car (in 2012 REE prices).” In 2007, the metal europium
(an REE) cost $300/kg.”® By 2010, that price had more than doubled to $625/kg. In 2012, it
surged to $3,800/kg.”” Yet unavoidable price volatility is least of the risks.

China produces 95% of the world supply of REE and in July 2010, China restricted exports
of REE — cutting off many companies that make products using these materials.” In response,
the US lodged a formal protest with the World Trade Organization (WTQ). EU Trade Com-
missioner Karel De Gucht said, “China’s restrictions on rare earths and other products violate
international trade rules and must be removed. These measures hurt our producers and con-
sumers in the EU and across the world, including manufacturers of pioneering high-tech and
‘green’ business applications.””® Whether China’s rationale for this action was environmental®
or economic®! is beside the point. Such actions — dubbed “resource nationalism” — can disrupt
raw material supplies on which so many products and global companies depend.

An EU Commission study of 54 materials identified 20 as being of both of global eco-
nomic importance and having supply risks, including concentration of supply, instability of the
producing countries, and difficulty of substitution.’ Besides REE, the study found potential
supply risks in materials such as silicon, chromium, magnesium, graphite, phosphates, and
others. An analysis of risks in the mining industry ranked “resource nationalism” as the #1 risk
in both 2011 and 2012.%® Some 33% of companies in a 2011 World Economic Forum survey
ranked “export/import restrictions” as “most likely to provoke significant and systemic effects
on supply chain or transport networks.”®*

A second category of commodity-related deep supply risks comes from the other end of
the supply chain and is actually exacerbated by breadth of supply. For example, to protest the
destruction of tropical forests for the farming of palm oil, Greenpeace attacked Nestle with a
video parody of the company’s KitKat “give me a break” candy bar ads.® The video implied
that Nestle was killing orangutans by buying palm oil from suppliers who were destroy-
ing Indonesian rain forests.® Greenpeace raided Nestle’s annual meeting in 2010. Activists
dressed as orangutans stood outside Nestle’s headquarters in Frankfurt, Germany, while other
activists unfurled a banner inside the meeting itself.”

Consumer-facing companies are especially sensitive to brand reputation issues, which is
why activists typically attack consumer brand companies rather than the deeper tier suppliers
who may be the ones directly guilty of perceived environmental or social responsibility mis-
deeds. Greenpeace attempted to disrupt demand for Nestle products despite the fact that Nestle
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does not directly buy palm oil from any specific plantation and, in the words of Jose Lopez,
who was responsible for Nestle’s manufacturing of KitKat, “you would have to ‘look through
a microscope’ to find the palm oil in the snack.”®®

In another example, Forest Ethics has a long-running campaign to force companies to avoid
buying diesel fuel derived from Canada’s tar sands.®’ Although many of the targeted manu-
facturers and retailers buy no diesel fuel directly because they rely on trucking companies
to move their wares, consumer-facing companies are more susceptible to public pressure,
demonstrations, and boycotts. “The trucking companies care more about what their customers
want than what we want,” explained Forest Ethics’ U.S. campaign director Aaron Sanger.”

1.8 Knots in the network

Although most disruptions hit the manufacturing nodes in the supply chain, a crucial cat-
egory of deep supply chain hazards affect the transportation links that connect all those nodes
together. For example, in April 2010, a modest-sized ice-capped volcano named Eyjafjalla-
jokull in southern Iceland roused from a 187-year slumber. When blazing hot lava hit the vol-
cano’s ice and water-filled caldera, the mixture flashed into ash-laden steam that blasted high
into the atmosphere. The prevailing winds carried the thick gray-brown ash cloud southeast.

The ash cloud’s potential threat to aircraft caused European aviation authorities to close
portions of European airspace, starting with Norway. The closures expanded and shifted over a
6-day period as the eruption continued and capricious winds pushed the ash in different direc-
tions. Major air freight hubs such as Heathrow, Amsterdam, Paris, and Frankfurt were closed
for up to five days.™

Although volcanoes, primarily in the Pacific Rim, had in the past caused trouble for indi-
vidual aircraft and particular air routes, they had been localized incidents easily handled by
detouring around the affected area.” Companies, however, weren’t prepared for an event that
shut down every airport and every carrier over a large, economically vigorous region. For
example, FedEx’s contingency plan for a closure of Paris was to use Frankfurt, but Frankfurt
was closed, too.”

“There’s a major disruption of the supply chain,” said Paul Tsui, Vice Chairman of the
Hong Kong Association of Freight Forwarding and Logistics.”™ In the UK alone, air freight
provides 25% of all imports’™ and 55% of exports to non-EU countries.” Although some air
freight might not be particularly time-sensitive (e.g., jewelry), many categories of freight are
(e.g., perishable goods, vaccines, emergency spare parts, surgical instruments, and compo-
nents for just-in-time manufacturing).”” The closures hit supply chains in both upstream and
downstream directions.

Migros, the Swiss supermarket chain, noted disruptions in supplies from the U.S. (green
asparagus), Iceland (cod), and Southeast Asia (tuna). UK grocery stores ran out of pre-sliced
fruit and tropical fruits like pineapple.” Hotels and restaurants in Hong Kong had shortages of
French cheese, Belgian chocolates, and Dutch fresh-cut flowers.” In many cases, the declared
value of the air freight belied the importance of the shipments to the recipient. Nissan’s inabil-
ity to fly $30 air pressure sensors from Ireland to Japan kept the car maker from produc-
ing $30,000 Nissan Murano SUVs.® Three BMW plants in Germany couldn’t get inbound
parts from Asia.®! And an inability to ship transmissions out of Europe disrupted production at
BMW?’s U.S. factory.*?

“It’s a terrible nightmare,” said Stephen Mbithi, the chief executive officer of the Fresh
Produce Exporters Association of Kenya.®* During the 6 days of airport closures, thousands of
tons of fresh flowers rotted in storage units and warehouses, representing a loss to the Kenyan
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economy of $3.8 million per day,* which represents about 3% of Kenya’s daily gross domes-
tic product (GDP).® “Cow food, that’s about all we can do with it now,” concluded Kenneth
Maundu, general manager for Sunripe produce exporters.® Italian exporters of mozzarella and
fresh fruits lost about $14 million each day during the closures.®” For many purveyors of time-
sensitive goods, air freight to or from Europe was a diamond in their supply chain structure —a
chokepoint in transportation that impacted all of them.

The International Air Transport Association (IATA) estimated that the Icelandic volcano
crisis cost airlines more than $1.7 billion in lost revenue in the 6 days after the initial eruption.
At its worst, the ash cloud grounded 29% of the world’s scheduled air travel — some 107,000
flight cancellations — over an 8-day period.® The disruption of passenger air travel would seem
to mean little to the air freight industry, except for the fact that most air freight actually comes
in the bellies of passenger aircraft.®® In total, global cargo flights were down over 15% in April,
proving that the post-disruption rebound did not make up for the losses.®®

Air freight isn’t the only vulnerable mode, and volcanoes aren’t the only hazard that causes
disruption to bottlenecks in transportation systems around the world. On the Rhine River,
which carries 16% of Germany’s trade,” recurring droughts,” an overturned barge in 2011,%
and unexploded bombs from WWII** have all created constrictions in freight volume. In the
U.S., drought in the Mississippi River basin caused a 2-month disruption in the winter of
2012-2013 and resulted in an estimated $6 billion in losses.”® A quarter of all U.S. rail traffic
and half of all intermodal rail traffic passes through Chicago, which was disrupted by a 1999
blizzard. “We basically waited for the spring thaw,” said David Grewe, a supervisor for Union
Pacific Railroad.”® In November of 2012, 400 office clerks walked off their jobs at the ports
of Los Angeles and Long Beach, thereby halting the movement of $760 million a day worth
of goods.”

These logistical network risks are a paradoxical result of the success of the logistics industry
to create high-speed, high-reliability, low-cost movement of goods around the world. As more
companies, suppliers, and suppliers’ suppliers build manufacturing and distribution strategies
around high-performance global logistics, they expose themselves to risks that a disruption in
logistical networks can ripple through the supply chain.

2 Managing deep supply chain risks

“I have 14,000 suppliers. I guarantee that with 14,000 suppliers, at least one of them is not
performing well today,” said Tom Linton, chief procurement and supply chain officer at Flex-
tronics.”® As companies realize they are exposed to deep and broad supply chain risks, they
seek ways to identify, prevent, and mitigate those risks. And because those risks lie far outside
the span of control of the enterprise, these deep supply chain risk management activities some-
times depend on third parties who may have better visibility or better influence over the deeper
parts of the supply chain.

2.1 Mapping the supply chain

“We’re trying to understand the sub-supply chain wherever it’s possible and where our suppli-
ers will share that information,” said Intel’s Sturm. One major challenge is the natural reticence
of suppliers, because the identity of a supplier’s suppliers, the materials they procure, and the
relationships between the companies are proprietary and are part of the supplier’s competitive
advantage. A second challenge is the dynamic nature of supply chains, with constant turnover
in the supply base as well as the locations used by suppliers for any particular part. Moreover,
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as more companies attempt to map their supply chains, suppliers face administrative costs for
responding to multiple requests for information.

Resilinc Inc.”® exemplifies a new generation of supply chain software and services com-
panies addressing these mapping issues. Resilinc surveys a client company’s suppliers to
map them and keeps suppliers’ proprietary business data secure. The surveys cover risk man-
agement issues such as supplier facility locations, sub-supplier locations, business continu-
ity planning, recovery times, emergency contact data, conflict minerals, and other concerns.
Resilinc uses the client’s bill-of-material data and value-at-risk estimates (a measure of the
potential loss to the company) for each product to cross-reference parts with mapped loca-
tions and identify high-risk parts. The software uses data on the supplier locations producing
each part, the parts in each product, and the financial contributions of each product to estimate
the value-at-risk of each supplier location. Other companies offering similar services include
Razient Inc.!® and MetricStream.!?!

Some companies, such as IBM, Cisco, and ATMI, created in-house supplier mapping appli-
cations. However, third-party services such as Resilinc and its competitors can reduce the
costs of supplier mapping and updating because the survey data can be pooled among multiple
customer companies, which often have overlapping sets of suppliers. Such a “network effect”
reduces the costs of information collection as well as the compliance burden on suppliers.
Whichever way it is done, geographic mapping of the supply chain helps find concentrations
of risk at the product, supplier, industrial cluster, and commodity level.

2.2 Monitoring the supply chain

“Information and visibility are the backbones of incident response, and these tools have to be in
place prior to the crisis,” said John O’Connor, Cisco’s Senior Director of Supply Chain Trans-
formation.!” Detecting deep-tier disruptions quickly is essential. It gives the company time to
assess the problem and mitigate the disruption — by finding alternative suppliers, qualifying
new materials, or helping the deep-tier supplier to recover. It also gives the company a leg up
on competitors in securing supplies. Monitoring world events, detecting potentially disruptive
ones, and creating alerts can be handled by companies like Resilinc or by the company itself.

Although a company’s emergency operations center may be monitoring 24-hour TV news
channels, these sources of breaking news only cover the largest of stories of a more general
interest. Event monitoring services such as NC4,!® Anvil,'™ IJet,!® OSAC,!% or CargoNet'?’
offer more fine-grained monitoring, sometimes with a specialized purpose such as travelers’
security (Anvil), socio-political threats (OSAC),!® or cargo security (CargoNet). In a repre-
sentative week, a service such as NC4 might issue 1,700 alert messages covering 650 events
around the world.!” Many events seem quite localized, such as a shooting in a mall in Omaha,
student demonstrations in Colombia, or the crash of a small plane in Mexico City.!"®

The raw event feed is then filtered by the event monitoring service, a company like Resilinc,
or by the company’s own incident management systems. The filters remove non-supply-chain
disruptions (e.g., residential house fires) and then cross-compare the distances of potential
disruptions with the locations of mapped facilities. Most alert-software tools offer customiza-
tion, allowing companies to specify alert thresholds for each type of facility based on event
severity and distance from the facility.!! If an event potentially affects a supplier and thus
affects one or more of their clients’ companies, Resilinc determines which parts and products
may be affected as well as the potential value-at-risk and sends an alert about the event to each
affected company. During the 2011 Thailand floods, Resilinc helped Flextronics gain about a
week’s warning regarding the threat posed by the rising waters.
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2.3 Supplier code of conduct

Supply disruptions are not the only enterprise risks lurking in deep supply chains. On April 24,
2013, horrific images saturated news outlets as over 1,100 bodies were pulled from the col-
lapsed eight-story Rana Plaza garment factory in Bangladesh.!!? Rana Plaza wasn’t an isolated
incident. Six months before, a fire at a different Bangladeshi garment factory, Tazreen Fash-
ions, killed 112.1" These events put a tragic human face on repugnant conditions deep within
some companies’ global supply chains.

Paralleling the gruesome search for bodies under the rubble was the search for the Western
companies whose garments were made in these death-trap factories. Most companies denied
using suppliers operating in the structurally unsafe buildings. In the case of Rana Plaza, name-
brand companies such as Benetton, Mango, Bonmarché, Primark, The Children’s Place, and
others acknowledged their current or past use of the suppliers operating there.!*

Many companies simply didn’t know which suppliers they were using, given the murky
web of brokers, contractors, and subcontractors operating in countries like Bangladesh. For
example, in the case of the Tazreen Fashions factory fire, Walmart believed it was not involved
because the retailer had banned Tazreen Fashions more than a year prior to the fire after
Walmart’s hired auditors had declared Tazreen to be “high risk.” But one of Walmart’s other
authorized suppliers subcontracted with another authorized supplier and then that subcontrac-
tor shifted the work to Tazreen.!"> Nor was worker safety in a few unsafe buildings the only
social concern in Bangladesh. When Pope Francis learned that Bangladesh’s minimum wage
was only $40 per month, he said, “This is called slave labor.”!!¢

Revelations of substandard working conditions or environmental transgressions can disrupt
a company’s operations in at least three ways: consumer revulsion disrupts demand, local
unrest disrupts supply, and regulatory changes impact costs. “Companies feel tremendous
pressure now,” said Scott Nova, the executive director of the Worker Rights Consortium, a
factory-monitoring group based in Washington, DC.""7 He added, “The apparel brands and
retailers face a greater level of reputation risk of being associated with abusive and dangerous
conditions in Bangladesh than ever before.”!'® The earlier example of Greenpeace’s attack
on Nestle over palm oil shows that environmental practices of suppliers deep in their supply
chains create risks for consumer brand companies.

Companies typically rely on supplier codes of conduct enforced by audits. Such codes define
expected or prohibited behavior, with some being prohibitions considered “zero-tolerance”
requirements (e.g., child labor, toxic waste dumping). Yet the Walmart-Tazreen example shows
that compliance is not always guaranteed, especially in the deeper tiers. Non-compliance inci-
dents per audit are 18% higher at Tier 2 suppliers and 27% higher at Tier 3 suppliers compared
to Tier 1 suppliers, according to data from the non-profit supply chain auditing group Sedex.!!®

Disney may be one of the most reputation-sensitive companies in the world, with a corporate
unit devoted to developing and protecting a worldwide brand that is synonymous with happy
families, the innocence of childhood, and wholesomeness. “Our goal is to have a supply chain that
mirrors Disney’s own desire to operate as a responsible business,” said John Lund, Disney’s senior
vice president, integrated supply chain management.'?’ Nearly two months before the Rana Plaza
collapse, Disney ordered an end of sourcing from Bangladesh and four other countries (Pakistan,
Belarus, Ecuador, and Venezuela) based on audits and personal visits by senior executives.

2.4 Cascading ERM into the supply chain

As large companies implement ERM, they start encouraging or requiring suppliers to do the
same. For example, Medtronic expects suppliers to create and maintain Medtronic-specific
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business continuity plans (BCPs) and to show their BCPs to Medtronic on request. The
company expects each supplier’s planning to include a plan of action, checklist of activi-
ties, communication plans, escalation procedures, and the organization of teams, roles, and
responsibilities.!?! Similarly, Cisco expects suppliers to use BCP and asks them about specific
continuity assets such as backup generators (and fuel), fire protection and sprinkler systems, IT
recovery strategies, and overall site recovery plans. Cisco surveys about 700 of its top suppli-
ers and partners twice a year on BCP issues.'?? If Cisco finds gaps in a supplier’s BCP, it works
with the supplier via Cisco’s supplier commodity managers.'?

Rather than try to extract sensitive commercial information about the deeper-tier suppliers,
some companies are helping their Tier 1 suppliers to manage their Tier 2 risks with the intent
that Tier 2 suppliers will, in turn, manage the Tier 3 risks and so on. For example, Boston Sci-
entific trains Tier 1 suppliers on its supplier risk scorecard system so they can use the system
for their own suppliers.'?* Similarly, Tanya Bolden, Program Manager for the Auto Industry
Action Group, said that “auto makers are relying on their large, direct suppliers to ‘cascade
training on safety and other workplace issues to their subcontractors.’”'?> Tim Hendry, Intel’s
Vice President, Technology and Manufacturing Group and Director of Fab Materials said,
“We’re trying to get our suppliers to work with their sub-suppliers on their resiliencies, sitting
down and discussing their business continuity plans.”?

2.5 Finding a locus of risk control

In April 2009, John Prendergast, a human rights activist who had worked for the Clinton White
House, the US State Department, and UNICEF prior to founding the Enough Project,'*’ sent
a letter to leading electronics firms, including Intel, HP, Motorola, and AT&T.!?® The letter
warned that four metals (gold, tantalum, tin, and tungsten) used in electronic products could
be akin to blood diamonds. Militants and terrorists in the eastern region of the Democratic
Republic of Congo (DRC) were using violence, rape, and other atrocities to force citizens
to mine the ore to help finance wars. The Enough Project sought to cut off indirect Western
funding of the conflict by convincing companies not to buy so-called conflict minerals. The
reputational threat to the companies receiving the letter was clear.

As a first step, Intel attempted to assess if it was using conflict minerals. But no one at the
company knew because Intel itself didn’t buy these metals or their ores directly. Next, the
company asked suppliers about the issue: some didn’t know, some didn’t respond, and some
said they didn’t use conflict minerals but lacked supporting evidence.!” Intel realized it would
need to map these metals’ supply chains down to the mine level to understand whether conflict
minerals were getting into Intel’s products and how Intel might control this risk.

Because the electronics industry consumes 60% of the world’s tantalum supplies, Intel
picked this metal as its first supply chain to map. The company mapped over 90% of its micro-
processor supply chain, with employees visiting 13 countries in person to gain a firsthand
understanding of the issues. Company employees toured mines with non-governmental organ-
izations (NGOs) and followed the journey of the minerals as the ore went through a series of
intermediaries to the smelters. The employees conducted more than 50 on-the-ground smelter
reviews to understand ore sourcing practices. From the smelters, tantalum went to refiners for
reprocessing into other forms, such as electronic-grade tantalum powder that is used by mak-
ers of electronics components that eventually make their way into Intel’s products.

Controlling the risks of conflict minerals would be hard because “putting a de facto ban on
materials out of the Congo means that good people might starve,” said Gary Niekerk, Director
of Global Citizenship at Intel. A ban would impact the 100,000 legitimate artisanal miners in
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the country, harm the economy, and fuel further unrest. The mapping effort helped Intel see
that the relatively small number of smelters could be the logical focal point for controlling
conflict minerals. Smelters were the last stage in the supply chain where the source of the
ore could be identified. “Once it’s turned into a bar of something, you can’t trace the source,”
Niekerk said. “But as an ore, you can trace it. So we focused on smelters.”!*

Getting the cooperation of the smelters in managing conflict mineral risks was another
challenge. These smelters sat six to seven layers deep in Intel’s supply chain, which is far
outside the usual span of influence that buyers have on their suppliers. Why would a Bra-
zilian tantalum smelter care about Congolese ore or about an American chip-maker that’s
not the smelter’s customer? As large as Intel might be, it represents a minuscule fraction of
the demand for conflict minerals, especially tin, tungsten, and gold. As such, Intel, by itself,
couldn’t drive change.

Intel realized it would need to work with other companies in the electronics industry to
create a critical mass of buyers who could cascade conflict mineral avoidance practices down
through the many layers of the supply chain. To this end, Intel helped found the Electronic
Industry Citizenship Coalition (EICC), which grew to encompass dozens of chip-making
equipment suppliers, chip-makers, contract manufacturers, and electronics original equipment
manufacturers (OEMs).!*! Intel and the EICC worked to create a simple, standardized Conflict-
Free Smelter (CFS) certification process and reimbursed some of the costs of certification.

Intel set a 2013 goal to eliminate conflict-sourced tantalum in all its microprocessors. Next,
Intel tackled gold, tin, and tungsten. In January 2014, Intel announced that its entire 2014 line
of microprocessors would be conflict-free for all four minerals.’> In August 2012, the U.S.
Securities and Exchange Commission implemented rules outlined in the 2010 Wall Street
Reform and Consumer Protection Act (aka “Dodd-Frank™) to require public companies to
disclose whether they use conflict minerals.'®

2.6 Industry-level incident management

On March 31, 2012, a tank filled with highly flammable butadiene exploded in a chemical fac-
tory in Marl, Germany. Intense flames and thick black smoke billowed from Evonik Industries’
cyclododecatriene (CDT) plant at the 7,000-worker chemical complex in the heavily industri-
alized Ruhr River valley. Roughly 130 firefighters fought the blaze for 15 hours to prevent its
spread to the rest of the facility and to ultimately extinguish it. The explosion and fire killed
two workers and severely damaged the plant.!**

Cyclododecatriene sounds like an obscure chemical, but it is a key ingredient in making a
high-performance plastic called nylon-12 or PA-12 that is especially prized for its chemical
resistance, abrasion resistance, and fatigue resistance. PA-12 is a favorite of the auto industry,
which uses it for fuel lines, brake lines, and plastic housings. The average light vehicle in 2011
used over 46 pounds of nylon, up from just 7 pounds in 1990.1% PA-12 also goes into solar
panels, carpets, athletic shoes, ski boots, optical fibers, cable conduits, and flame-retardant
electrical insulation. CDT is a key precursor for making many other chemicals, such as bromi-
nated flame retardants, fragrances, hot-melt adhesives, and corrosion inhibitors.!*

Whereas Japan’s 2011 earthquake, tsunami, and nuclear reactor disaster devastated a
region, directly impacted thousands of businesses, and dragged on for weeks, the Evonik fire
was tiny and strictly localized by comparison. One part of one factory in one town had a fire.
Less than a day later, the fire was out. But the explosion and fire destroyed almost half the
world’s production capacity for CDT. Worse, at the time of the explosion, CDT supplies were
already tight due to its use in the booming solar panel industry.
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Because Evonik was so deep in the supply chain, automakers weren’t initially aware that
the fire occurred. Not until a maker of fuel lines and brake lines — TI Automotive — raised
the alarm about the dire implications of the Evonik fire did the automotive industry spring
into action. The effect of the Evonik fire would prove to be very large — at GM, for example,
supplies of 2,000 parts were jeopardized, which was one-third the number of parts that were
disrupted by the far larger Japanese disaster. The impact of Evonik was so large because every
car made by GM and every other automaker required nylon-12 plastic, which became scarce
because of the Evonik fire. Dual- or multi-sourcing couldn’t help in the case of the Evonik
chemical plant explosion because no second source in the world had the capacity to make up
for the loss at Evonik.

The auto industry convened an emergency summit on April 17 because no single automaker
or supplier could address the problem. Two hundred people attended the summit, representing
eight automakers and 50 suppliers.’®” All tiers of the affected sectors of the automotive sup-
ply chain came, including the big OEMs, their Tier 1 suppliers, component makers, polymer
resin makers, and on down to chemical makers such as Evonik and BASF."* The summit was
moderated by a neutral third party, the Automotive Industry Action Group (AIAG)."*® The
ATAG is a volunteer-run, non-profit organization that provides shared expertise, knowledge,
and standards on quality, corporate responsibility, and supply chain management to a thousand
member firms in the automotive industry.!¥

The summit participants had three incident management objectives that required the collec-
tive expertise of the entire industry. First, they wanted to understand and quantify the current
state of global PA-12 inventories and production capacities throughout the automotive sup-
ply chain. Second, they wanted to brainstorm options to strategically extend current PA-12
capacities and/or identify alternative materials or designs to offset projected capacity short-
falls. Third, they wanted to identify and recruit the necessary industry resources required to
technically test and approve the alternatives.

The group formed six committees to help quickly create action plans to lessen any
impact of shortages on component and vehicle production.!* Each committee tackled an
assigned task, such as managing remaining inventories, boosting production at existing
suppliers, identifying new firms to produce resins, and finding replacement materials.!®
The group hosted multiple technical follow-up meetings during the subsequent weeks on
these issues.!¥

This multifaceted collaboration was key to overcoming the challenge. Within a week of the
meeting, the top OEMs had jointly drafted a plan to expedite their parts validation processes.!*
Harmonized validation processes ensured that a supplier didn’t need a different validation
process for each customer OEM. Suppliers from other industries lent their capacity to auto-
motive applications. For example, carpet maker Invista Inc. released capacity for production
of CDT.'* In the end, cars continued to roll off the line even though the Evonik factory was
offline for 9 months after the explosion and fire.!*

2.7 Managing broad and deep risks beyond the four walls

This chapter’s examples illustrate both the risk exposures and risk management elements of
organizations that are operating in a context of global suppliers and global customers. The
combined quests for cost reductions, economies of scale, and market share drive consolidation
and the development of dominant suppliers and supplier clusters, which then provide large
fractions of global demand for a myriad of obscure but essential commodities. Companies’
dependence on many different petrochemical, mineral, and agricultural raw materials creates
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risks of both supply disruption and demand disruption that arise far outside the normal span
of influence of the organization and transcend the ERM capacities of individual companies.
These concentrations in suppliers reduce the effectiveness or even the possibility of second
sourcing as a risk management strategy. Furthermore, the rise of lean manufacturing, shorter
product life cycles, and demand-disrupting risks makes extra inventory an unpalatable risk
management strategy.

By taking a broader and deeper view of risk, companies can go beyond enterprise risk
management to manage exposures and incidents linked to the deep and broad supply chains
upon which virtually all companies depend. A more holistic understanding of the supply base,
customer base, and lateral connected industries helps companies understand over-the-horizon
risks such as hidden sole sources, lateral risk exposure, geographic chokepoints, and vulner-
able commodities that are uncommon (REE) or contentious (palm oil). And because deep
risks lie outside the enterprise, the risk management methods often lie outside the enterprise
in using third-parties, cascading ERM deep into the supply chain, and collaborating to create
industry-level risk management solutions. The economic forces that have driven globalization,
innovation, and lean optimization are not likely to abate, which implies that as companies
come to control their internal enterprise risks and proximate supply chain risks, they will find
that further progress on enterprise risk management will increasingly entail managing broad
and deep supply chains.
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